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Abstract: Credit card fraud detection remains a critical challenge due to the inherent 

imbalance in transaction datasets, where fraudulent transactions are significantly 

fewer than normal ones. This study investigates the application of the XGBoost 

classification algorithm to address this issue using the publicly available Kaggle 

Credit Card Fraud Detection dataset. The research incorporates data preprocessing 

techniques such as normalization and SMOTE to handle the dataset's imbalance. 

Hyperparameter tuning using GridSearchCV optimizes the model’s parameters, 

enhancing its performance. The results indicate that the model achieves an Area 

Under the Curve (AUC) of 0.97, demonstrating its high accuracy in distinguishing 

between fraudulent and normal transactions. The evaluation metrics reveal an F1-

score of 0.77 for fraudulent transactions, showing the model's reasonable 

effectiveness in detecting fraud. While the model performs exceptionally well in 

identifying normal transactions, reducing false negatives remains a challenge. This 

study underscores the potential of combining advanced machine learning techniques 

with preprocessing and optimization strategies to develop robust fraud detection 

systems. 
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1. INTRODUCTION 

The exponential growth of digital transactions has brought significant advancements in global financial 

systems, yet it has also introduced unprecedented challenges, particularly in combating fraud. Credit card fraud, 

one of the most pervasive forms of financial crime, has resulted in billions of dollars in losses annually, affecting 

both consumers and financial institutions (Raval et al., 2023; Salekshahrezaee et al., 2023). In 2022, global losses 

from credit card fraud were estimated to exceed $32 billion, with a projected increase in the coming years (Gupta 

et al., 2022; Hilal et al., 2022; Kumar et al., 2022; Langevin et al., 2022). Detecting credit card fraud is a complex 

challenge due to the highly imbalanced nature of the datasets, where fraudulent transactions constitute only a small 

fraction of the total (Chang et al., 2022; Cherif et al., 2023; Mishra & Pandey, 2021). The Credit Card Fraud 

Detection dataset from Kaggle, for example, contains 284,807 transactions, with only 0.17% labeled as fraudulent 

(Salekshahrezaee et al., 2023). This imbalance significantly hampers the performance of traditional machine 

learning models, which often exhibit biases toward the majority class (Dantas et al., 2022). 
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Machine learning (ML) has emerged as a powerful tool for fraud detection, offering capabilities to identify 

subtle patterns in transaction data. Among various ML algorithms, ensemble methods like Extreme Gradient 

Boosting (XGBoost) have demonstrated exceptional performance due to their ability to handle large, complex 

datasets with imbalanced classes (Sharma et al., 2021). XGBoost, with its gradient boosting framework, iteratively 

reduces classification errors and ranks feature importance effectively, making it a popular choice for fraud 

detection (Trisanto et al., 2021). Addressing data imbalance is a critical aspect of fraud detection systems. 

Techniques such as Synthetic Minority Oversampling Technique (SMOTE), SMOTE Tomek, and Random 

Oversampling have been widely adopted to enhance model performance by balancing the dataset (Salekshahrezaee 

et al., 2023; Sharma et al., 2021). Moreover, advanced feature engineering methods, including Principal 

Component Analysis (PCA) and autoencoders, further improve the discriminatory power of ML models by 

reducing dimensionality and retaining essential features (Gupta et al., 2022; Salekshahrezaee et al., 2023). 

Deep learning architectures, such as Long Short-Term Memory (LSTM) networks and Graph Neural Networks 

(GNN), have recently gained traction in credit card fraud detection. These models analyze temporal and spatial 

dependencies in transaction data, providing a more comprehensive understanding of fraudulent patterns (Cheng et 

al., 2022; Raval et al., 2023). For instance, the spatial-temporal attention-based GNN framework has been shown 

to outperform traditional methods by leveraging temporal aggregation and spatial features to detect fraud 

effectively (Cheng et al., 2022). Explainable AI (XAI) has further enhanced the usability of ML models in fraud 

detection by providing interpretability for decision-making processes. This transparency is critical for building 

trust in high-stakes applications such as financial systems (Almazroi & Ayub, 2023; Raval et al., 2023). Studies 

integrating XAI with LSTM and GNN models have demonstrated improved accuracy and user trust by elucidating 

the features that influence fraud classification (Raval et al., 2023). 

This research focuses on developing an optimized credit card fraud detection framework leveraging XGBoost, 

integrated with data balancing. The framework will be evaluated on the Kaggle Credit Card Fraud Detection 

dataset to address challenges such as data imbalance, adaptive fraud patterns, and model scalabilitys 

(Salekshahrezaee et al., 2023). By benchmarking its performance against traditional and advanced ML models, 

this study aims to contribute to the ongoing development of robust, efficient, and interpretable fraud detection 

systems. The detection of credit card fraud has been a critical research area due to the financial and reputational 

risks it poses to consumers and institutions. Several studies have focused on addressing the challenges of 

imbalanced datasets, adaptive fraud patterns, and model scalability(Afriyie et al., 2023; Hashemi et al., 2023; 

Mehbodniya et al., 2023; Singh, Ranjan, et al., 2022). 

Raval proposed a trusted explainable LSTM model, RaKShA, to classify fraudulent patterns in credit card 

transactions. The model combines Long Short-Term Memory (LSTM) networks with explainable AI (XAI) to 

improve both prediction accuracy and interpretability. By integrating XAI, the model identifies the most influential 

features used in classification, making it more transparent and trustworthy. The results demonstrated an accuracy 

of 99.8% with a significant improvement in user trust due to its interpretable decision-making process (Raval et 

al., 2023). Salekshahrezaee investigated the impact of feature extraction and data sampling techniques on credit 

card fraud detection. They evaluated four ensemble classifiers, including XGBoost, Random Forest, LightGBM, 

and CatBoost, on an imbalanced dataset. The study implemented data-level methods such as Random 

Undersampling (RUS) and SMOTE Tomek, alongside feature extraction techniques like Principal Component 

Analysis (PCA) and Convolutional Autoencoders (CAE). Their findings showed that combining RUS with CAE 

led to the best performance, achieving a high F1 score and AUC, particularly with XGBoost (Salekshahrezaee et 

al., 2023). 

Cheng introduced a spatial-temporal attention-based graph neural network (STAGN) for credit card fraud 

detection. The model leverages graph representations of transaction data to capture spatial and temporal 

aggregation patterns of fraudulent activities. By employing 3D convolutional layers with spatial-temporal attention 

mechanisms, STAGN outperformed traditional models in both AUC and precision-recall metrics. The study also 

highlighted the model's adaptability in detecting evolving fraud patterns in real-world datasets (Cheng et al., 2022). 

These studies underscore the importance of combining advanced machine learning algorithms with explainability 

techniques to tackle the complexities of fraud detection (Alarfaj et al., 2022; E et al., 2022; Khan et al., 2022; 

Mehbodniya et al., 2023; Tanouz et al., 2021). While ensemble models like XGBoost have proven effective in 

addressing imbalanced datasets, the integration of deep learning and attention mechanisms has further enhanced 

the detection of nuanced fraud patterns, ensuring better adaptability and scalability. These advancements lay the 

groundwork for developing robust and interpretable fraud detection systems. 
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2. METHOD 

Research flow 

The research flow begins with selecting the Credit Card Fraud Detection dataset from Kaggle, which provides 
a highly imbalanced dataset for analysis. In the data preprocessing phase, techniques like SMOTE are applied to 
balance the dataset, while scaling ensures numerical consistency across features. The dataset is then split into 
training (70%) and testing (30%) subsets to evaluate the model's performance (Błaszczyński et al., 2021; Esenogho 
et al., 2022; Gupta et al., 2022; Li et al., 2021). Hyperparameter tuning is performed to optimize parameters for 
the XGBoost model, enhancing its predictive accuracy (Wang et al., 2022). The model is then developed using 
XGBoost, a robust algorithm known for its ability to handle imbalanced data effectively. Finally, the model is 
evaluated using performance metrics to ensure its reliability in detecting fraudulent transactions. The process 
concludes with a thorough assessment of results to validate the methodology(Trisanto et al., 2021). 

Start

End

Dataset Selection

(Kaggle Dataset)

Data 

Preprocessing

(SMOTE, Scaling)

Train-Test Split

(Training 70%, Testing 

30%)

Hyperparameter 

Tuning

Model Development 
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Fig. 1. Research flow 

XGBoost Classification 

The XGBoost classification algorithm is an ensemble learning method that uses gradient boosting on decision 
trees (Chen & Guestrin, 2016). The process involves building a series of trees, where each subsequent tree focuses 
on correcting the errors of the previous ones. XGBoost optimizes the objective function, which combines the loss 
function and a regularization term to improve the model's generalization and prevent overfitting. Its iterative 
approach ensures that tSShe model learns residuals effectively and enhances prediction accuracy, especially for 
imbalanced datasets (Trisanto et al., 2021). 

The objective function in XGBoost is: 

 

3. RESULT AND DISCUSSION 
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Dataset 

The dataset used in this study is the publicly available Credit Card Fraud Detection dataset from Kaggle. It 
consists of 284,807 transactions, out of which only 492 (0.17%) are classified as fraudulent. The class distribution 
chart clearly shows a significant imbalance, with the vast majority of transactions being normal (Ahmad et al., 
2023; Benchaji et al., 2021; Dileep et al., 2021; Sanober et al., 2021; Singh, Jain, et al., 2022). This imbalance 
reflects real-world scenarios where fraudulent transactions are rare but critical to detect. The dataset is widely used 
in fraud detection research due to its realistic representation of imbalanced data, making it an ideal benchmark for 
evaluating machine learning algorithms in this domain. 

 

Fig. 2. Dataset Class Distribution 

1. Data Preprocessing 

The preprocessing phase begins with normalizing the Time and Amount columns using StandardScaler to 
ensure that these numerical features are standardized, having a mean of 0 and a standard deviation of 1. This 
normalization helps eliminate any disproportionate influence of these features on the model. Additionally, the 
Synthetic Minority Oversampling Technique (SMOTE) is applied to address the imbalance in the dataset by 
generating synthetic samples for the minority class (fraudulent transactions). This process ensures a more balanced 
representation of classes, improving the model’s ability to detect fraudulent patterns effectively. 

 

Fig. 3.Class Distribution After SMOTE 

2. Train-Test Split 

The train-test split step divides the dataset into two subsets, with 70 percent of the data allocated for training 
and 30 percent for testing. The training set is used to train the machine learning model, allowing it to learn patterns 
and relationships within the data, while the testing set is reserved for evaluating the model's performance on unseen 
data. This process ensures that the model's predictive capabilities are assessed objectively and helps prevent 
overfitting, ensuring it generalizes well to new data. Stratification is typically applied to maintain the same class 
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distribution in both subsets, which is particularly important for imbalanced datasets like the one used in this 
research. 

3. Hyperparameter Tuning 

The hyperparameter tuning process employs GridSearchCV to optimize the XGBoost classifier's performance 
by systematically testing different combinations of hyperparameters. The parameters explored include max_depth 
(values of 3, 5, and 7), learning_rate (0.01, 0.1, 0.2), n_estimators (100, 200, 300), and scale_pos_weight (1, 10, 
20), which are crucial for controlling model complexity, learning speed, and addressing class imbalance (Trisanto 
et al., 2021). The search uses 3-fold cross-validation with the scoring metric set to "ROC AUC" to identify the 
best configuration. After evaluating 243 combinations, the optimal parameters are identified as learning_rate of 
0.2, max_depth of 7, n_estimators of 300, and scale_pos_weight of 20. This tuned model is expected to deliver 
improved accuracy and robustness for the imbalanced fraud detection dataset. 

 

Fig. 4. Hyperparameter tuning 

4. Evaluation 

The evaluation results demonstrate the performance of the XGBoost model in detecting fraudulent and normal 
transactions. For the majority class (normal transactions), the model achieves perfect precision, recall, and F1-
score, indicating that it correctly identifies all normal transactions without false positives or negatives. For the 
minority class (fraudulent transactions), the model achieves a precision of 0.72, a recall of 0.82, and an F1-score 
of 0.77, showing reasonable effectiveness in identifying fraud despite the dataset's imbalance. The overall accuracy 
is 100%, but the macro average F1-score of 0.88 highlights the model's balanced performance across both classes. 
These metrics indicate the model is effective, though there is room for improvement in detecting fraudulent 
transactions. 

 

Fig. 5. Evaluation Result 
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Fig. 6. Confusion Matrix 

In Figure 6, the confusion matrix illustrates the classification performance of the XGBoost model. Out of 
85,295 normal transactions, the model correctly classified 85,249 as normal, with only 46 misclassified as 
fraudulent (false positives). For 148 fraudulent transactions, the model accurately identified 121 as fraudulent, 
while 27 were misclassified as normal (false negatives). These results demonstrate that the model is highly accurate 
in predicting normal transactions but still faces challenges in detecting all fraudulent cases, primarily due to the 
dataset's imbalance. The confusion matrix highlights the importance of comprehensive evaluation to assess the 
model's performance across both classes. 

 

Fig. 7. ROC Curve 

In Figure 7, the ROC (Receiver Operating Characteristic) curve evaluates the performance of the XGBoost 
model in distinguishing between fraudulent and normal transactions. The curve plots the True Positive Rate (TPR) 
against the False Positive Rate (FPR) at various classification thresholds. A model with perfect performance would 
have a curve reaching the top-left corner, representing a TPR of 1 and an FPR of 0. The Area Under the Curve 
(AUC) value of 0.97 indicates that the model performs exceptionally well in distinguishing between the two 
classes. This high AUC value demonstrates that the model achieves a strong balance between sensitivity and 
specificity, effectively detecting fraudulent transactions while minimizing false positives. The ROC curve 
confirms the reliability of the model in handling imbalanced datasets. 

 

4. CONCLUSION 

This study demonstrates the effective application of the XGBoost classification algorithm for detecting credit 

card fraud in an imbalanced dataset. By employing data preprocessing techniques such as normalization and 

SMOTE, the inherent class imbalance was addressed, ensuring a balanced dataset for training. The hyperparameter 

tuning process optimized model performance, and the results showcased a high Area Under the Curve (AUC) of 

0.97, indicating strong predictive capabilities. Evaluation metrics, including precision, recall, and F1-score, 

revealed that the model performs exceptionally well in identifying normal transactions while achieving reasonable 

accuracy in detecting fraudulent transactions. However, challenges remain in further reducing false negatives for 

improved fraud detection. The findings highlight the importance of combining robust machine learning algorithms 
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like XGBoost with effective preprocessing and optimization techniques to tackle real-world challenges in fraud 

detection systems. 
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