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Abstract: This study examines the challenges of personal data security in the digital
era, focusing on encryption technology and the role of artificial intelligence (AI) in
protecting personal data in an increasingly complex digital environment. Adopting a
Systematic Literature Review (SLR) method, this study examines 91 articles
obtained from IEEE Xplore and ScienceDirect to identify trends and challenges in
personal data security, particularly in the context of cloud computing and the Internet
of Things (IoT). The results show that although encryption technology and Al offer
advanced solutions, major challenges remain in the implementation of global
regulations such as GDPR and differences in policies and infrastructure across
countries. This study also discusses potential solutions such as blockchain and the
implementation of adaptive encryption to address weaknesses in personal data
security.
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1. INTRODUCTION

Personal data protection has become a key issue in today's digital world, with the increasing use of digital
technology and internet-based platforms. Personal data, such as financial information, health information, and
online behavior, is increasingly becoming a primary target for cyberattacks that can compromise individual privacy
and harm organizations. With the rapid development of technologies such as cloud computing, the Internet of
Things (IoT), and artificial intelligence (Al), threats to data security are also becoming increasingly complex and
difficult to address. These increasingly sophisticated technologies offer opportunities to improve efficiency and
service quality, but they also open significant opportunities for potential misuse of personal data (Isaac Abiodun
et al. 2022; Li and Saxunova 2020; Miller, Lukic, and Skiera 2025).

The main challenge in personal data protection is the imbalance between technological advancements and the
readiness of systems to manage and secure such data. Often, data collected and processed by various digital
platforms is used without adequate oversight. This risks personal data leaks that can be exploited by irresponsible
parties. In this context, regulation is crucial to ensure that personal data protection complies with standards set by
countries and international organizations (Azam et al. 2023; Guaman, Del Alamo, and Caiza 2021; Miller et al.
2025).

One important regulation governing personal data protection is the General Data Protection Regulation
(GDPR) implemented in the European Union. The GDPR provides a clear legal framework for how personal data
should be treated, protecting individuals' rights to control their personal information. However, despite the GDPR's
implementation, challenges remain in its implementation, particularly in cross-border surveillance between
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countries and organizations. Implementing the GDPR on a global scale still faces numerous challenges, including
regulatory differences between countries and challenges in managing personal data on cloud-based and IoT
platforms (Li and Saxunova 2020; Miller et al. 2025; Wang et al. 2023; Zafir et al. 2024).

In addition to existing regulations, the technology used to secure personal data also faces significant challenges.
Encryption methods, often used to protect data during transmission and storage, can face vulnerabilities if not
implemented properly. For example, outdated encryption techniques or the use of weak keys can provide hackers
with vulnerabilities to exploit protected data (Alouffi et al. 2021; Isaac Abiodun et al. 2022; Taherdoost, Le, and
Slimani 2025). In this context, technologies such as homomorphic encryption and blockchain-based encryption
have been introduced to address the inadequacy of traditional encryption in the face of today's sophisticated threats
(Dai et al. 2020; Isaac Abiodun et al. 2022; Marwan et al. 2024; Niu et al. 2020).

Furthermore, another equally significant challenge is managing personal data in cloud computing and IoT
environments. Cloud-based platforms allow for more efficient data storage and access, but they also pose a
significant risk of data breaches. Personal data stored in the cloud must be protected with adequate security layers,
such as end-to-end encryption and multifactor authentication (Dou et al. 2024; Yu et al. 2025; Zafir et al. 2024).
Data management in the IoT also adds complexity to data protection, given the large number of connected devices
operating with little human oversight, increasing opportunities for hackers to exploit system vulnerabilities (Adam
et al. 2024; Isaac Abiodun et al. 2022; Miller et al. 2025; Zhang et al. 2024).

Regulatory challenges in personal data protection are exacerbated when data collection crosses borders. The
use of cloud services by multinational companies or IoT applications operating in multiple countries presents
challenges in ensuring compliance with applicable regulations in each country. Although the GDPR has
established global standards, not all countries outside the European Union have equivalent data protection policies.
Therefore, cross-border regulation of personal data protection becomes crucial (Cejas et al. 2023; Isaac Abiodun
et al. 2022; Zafir et al. 2024).

Furthermore, a lack of awareness among users about the importance of personal data protection is also a major
challenge. Many individuals are unaware of how their personal data is collected, processed, and shared by
companies. They may also be unaware that the data they share online could be used without their consent, opening
up the potential for data misuse. Therefore, it is crucial for organizations to implement clear and transparent privacy
policies and educate users on how to protect their personal data (Li and Saxunova 2020; Miller et al. 2025; Seiling
et al. 2024; Ye et al. 2024).

On the other hand, the adoption of new technologies such as artificial intelligence (AI) also adds challenges to
personal data management. Al is used to analyze data on a large scale and generate automated decisions. While
this provides efficiency and innovation, Al can also raise concerns about the unauthorized use of personal data or
potential algorithmic discrimination (Isaac Abiodun et al. 2022; Marelli 2023; Miller et al. 2025; Mishra and
Pandey 2021). Therefore, it is crucial to develop an ethical and transparent approach to Al in processing personal
data.

Personal data protection also requires a comprehensive approach, involving various parties within the
organization, from the technical teams managing security systems to the legal authorities ensuring compliance
with policies and regulations. The government also plays a crucial role in establishing personal data protection
standards that all parties can adhere to, as well as ensuring that there are clear sanctions for data protection
violations.

Given the challenges, it is crucial for organizations to continue innovating in developing data security solutions
that are more adaptive and responsive to evolving threats. In the increasingly complex digital era, artificial
intelligence (Al) and cloud computing have introduced new challenges in protecting personal data. The use of
these advanced technologies opens up numerous opportunities, but also increases the potential for threats to
privacy and data integrity. Therefore, the implementation of regulations such as the General Data Protection
Regulation (GDPR) has been a crucial step in establishing a global framework for personal data protection. While
the GDPR has proven effective in curbing privacy violations and raising global awareness of personal data
protection, its implementation needs to be continuously evaluated to better align with evolving technological
innovations. As technology advances, Al, blockchain, and machine learning (ML)-based technologies offer
significant potential in enhancing personal data security and meeting increasingly stringent regulatory demands.
Adapting to these technologies is necessary to maintain user trust and ensure better data protection in the future.
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2. METHOD

This study adopted a Systematic Literature Review (SLR) approach to identify and analyze existing trends and
challenges in data security technology (Alouffi et al. 2021; Bliznak, Munk, and Pilkova 2024; Ghebreselassie,
Hammen, and Hustad 2025). The SLR process was conducted by reviewing 91 articles collected from reputable

sources, namely IEEE Xplore and ScienceDirect.

a. Search Strategy

The literature search strategy in this study involved a series of systematic steps, as shown in Figure 1.
The databases used included IEEE Xplore and ScienceDirect. Keywords used for the search included: ‘data
security technologies’, ‘recent trends in data encryption’, ‘artificial intelligence in data security’, ‘Al for
encryption and data security’, and ‘data protection challenges in IoT’. The process began with the
identification of primary keywords, which were then combined to search for relevant articles. Search results
were filtered based on relevance and publication period between 2020 and 2025. Articles that met the inclusion
criteria were then collected, and their full texts were downloaded for further analysis. Figure 1 illustrates the
stages of the search strategy, while Figure 2 shows the final distribution of articles based on the databases

used.
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Figure 1. Stages of Search Strategy

Figure 2. Distribution of selected articles based on database

b. Research Questions
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To guide and focus this review, the following research questions will be used:
RQ1: What are the main challenges in securing personal and sensitive data in the digital world, particularly in the
context of cloud computing and [oT?
RQ2: How can artificial intelligence (AI) technologies address the challenges of securing personal data in an
increasingly complex digital environment?
RQ3: What are the challenges faced in implementing global personal data protection regulations, such as the
GDPR, across countries with differing policies?
RQ4: To what extent is the GDPR effective in protecting personal data in the digital age, and what are the obstacles
to its implementation globally?

3. RESULT AND DISCUSSION
a. Key Challenges in Securing Personal Data in the Digital Era

Digital transformation has made personal and sensitive data a primary commodity across various online
services. However, this has brought new complexities and challenges to data protection, particularly in cloud
computing and the Internet of Things (IoT) environments. In the context of cloud computing, the most fundamental
challenge is the shift of data control from users to third-party cloud service providers. Users often lose control over
the location, management, and access to their data (Isaac Abiodun et al. 2022; Lingga et al. 2024; Marwan et al.
2024; Zafir et al. 2024). The public cloud model, while offering scalability and cost efficiency, actually increases
the risk of insider attacks, data leaks due to misconfigurations, and unauthorized access by unauthorized parties
(Lingga et al. 2024; Zafir et al. 2024).

Furthermore, authentication and authorization challenges remain key issues, with weak security systems
making it easier for hackers to gain access to sensitive data. Data breaches in cloud environments are often caused
by poor encryption key management, weak passwords, or failure to implement role-based access controls (Lingga
et al. 2024; Salih and Jasim Mohammad 2024; Zhang et al. 2022). Another issue is the difficulty of data provenance
and conducting security audits due to the highly dynamic and distributed cloud architecture (Isaac Abiodun et al.
2022; Nayak n.d.).

On the other hand, the implementation of IoT expands the attack surface due to millions of smart devices
connected to the network, often without adequate security protections. Many IoT devices are built with limited
resources and therefore cannot implement encryption algorithms or provide regular system updates (Cheng et al.
2025; Harbi et al. 2021). The lack of security standards among IoT device manufacturers and the lack of patching
create vulnerabilities that are vulnerable to exploitation by hackers.

User privacy is also threatened by the massive and continuous data collection on IoT devices, where users are
not always given transparency or control over how their data is used and stored (Li and Saxunova 2020; Miller et
al. 2025). Personal data from IoT sensors can be used to build behavioral profiles of individuals, which are
vulnerable to misuse if they fall into the wrong hands. Another challenge arises in the process of transmitting data
between devices and the cloud, which, if not properly encrypted, can potentially be hijacked during transit
(Awaysheh et al. 2022; Ghebreselassie et al. 2025; Zhang et al. 2022).

Beyond technical factors, regulatory and compliance challenges are also significant. Differences in data
protection standards across countries complicate cross-border data protection efforts, especially when cloud
infrastructure and IoT devices operate globally (Li and Saxunova 2020). Some countries have strict data protection
regulations, such as the GDPR, but their implementation in the cloud and IoT still faces numerous obstacles, both
technologically and through implementation costs, and across agencies (Miller et al. 2025; Zafir et al. 2024).

Ultimately, the biggest challenge in securing personal and sensitive data in the cloud and IoT is ensuring
comprehensive security from end-to-end, from devices, networks, and cloud systems to data storage and
processing. The development of adaptive encryption technology, multifactor authentication, Al-based anomaly
monitoring, and the adoption of security-by-design principles throughout the digital ecosystem are crucial in
addressing the challenges of today's digital era.

b. The Role of Encryption Technology and Artificial Intelligence in Addressing Data Security Challenges
Artificial intelligence (Al) is increasingly playing a crucial role in addressing the challenges of securing
personal data in an increasingly complex digital world. One key application of Al is in threat detection, where it
uses machine learning (ML) and deep learning (DL) techniques to analyze big data patterns and detect suspicious
anomalies. Al-based intrusion detection systems, which continuously learn from previous attacks, become more
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effective at quickly identifying new threats (Chakraborty and Tsokos 2023; Miller et al. 2025). Furthermore, Al is
being used to manage privacy and sensitive data by detecting unusual access patterns and implementing automated
access control through biometric-based authentication (Isaac Abiodun et al. 2022; Miller et al. 2025).

Furthermore, Al assists in data provenance management to ensure data integrity, particularly in cloud and loT
environments (Isaac Abiodun et al. 2022; Liu 2025). This technology also plays a role in managing and protecting
connected IoT devices, which often have security vulnerabilities (Adam et al. 2024; Zhang et al. 2024). The
advantage of Al is its ability to learn and adapt to new threats, thereby increasing the effectiveness of detection
and response to evolving cyberattacks.

Al, combined with strong encryption, creates a multi-layered defense framework to protect personal and
sensitive data in the digital environment. The collaboration between Al and encryption technology can provide a
more efficient and effective solution for securing personal data, both in cloud computing and on IoT devices.

Table 1. Most Used AI/ML Technologies in Data Security (2020-2025)

No. AI/ML Methods Article Source Uses in Data Security

(Chakraborty and Tsokos Attack/anomaly detection and classification

Intrusion Detection 2023; Ieropoulos et al. 2025;

! Sg S;Emi(li?) Miller et al. 2025; Ye et al.
croasis 2024)
Deep Learning (Behera et al. 2025; Isaac Automated malware and cyberattack detection
2 untuk Threat Abiodun et al. 2022; Sanober
Detection etal. 2021)
Machine Learning (Alarfaj et al. 20;2; Qupta gt Encryption process autom'fmon and attack
.. al. 2022; Hashemi, Mirtaheri, pattern detection
3 untuk Enkripsi i
Adaptif and Greco 2023; Khan et al.
2022; Tanouz et al. 2021)
4 Al untuk Analisis (Isaac Abiodun et al, 2022) Digital forensics in the cloud and IoT
Data Provenance
5 Al untuk Privacy  (Harbi et al. 2021; Miller et al. Sensitive data management and regulatory
Preservation 2025; Mitra and Pal 2025) compliance

Table 1 shows the various artificial intelligence (AI) and machine learning (ML) technologies most widely used
in data security between 2020 and 2025, along with article sources and their uses. Al-based Intrusion Detection
System (IDS) technology is used to detect and classify attacks or anomalies (Chakraborti & Tsokos, 2023; Ye et
al., 2024), while Deep Learning for Threat Detection is used to automatically detect malware and cyberattacks
(Behera et al., 2025; Isaac Abiodun et al., 2022). Machine Learning for Adaptive Encryption functions to automate
encryption and detect attack patterns (Alaffar et al., 2022), and Al for Data Provenance Analysis is applied in
digital forensics in the cloud and IoT for data provenance tracking (Isaac Abiodun et al., 2022). Additionally, Al
for Privacy Preservation is used to manage sensitive data and ensure compliance with privacy regulations (Harbi
et al., 2021; Miller et al., 2025). These technologies strengthen data security by automating detection and
encryption processes and protecting personal and sensitive data in digital environments.

c. Challenges in Implementing Global Personal Data Protection Regulations

The implementation of global personal data protection regulations, such as the General Data Protection
Regulation (GDPR), faces significant challenges across countries due to differences in legal policies, culture, and
existing infrastructure. While the GDPR has set high standards for personal data protection in the European Union,
challenges arise when implementing this regulation globally, particularly in countries with weaker or divergent
data protection policies (Azam et al. 2023; Li and Saxunova 2020; Zafir et al. 2024). Countries with less stringent
policies often struggle to adapt their systems to GDPR standards, increasing the risk of data breaches and privacy
violations.

Furthermore, GDPR implementation also faces challenges in cross-border data management. Data stored and
processed in one country often involves third parties located in other countries. Legal differences between the
country of origin and the country where the data is stored can complicate monitoring and enforcement of the
regulation (Miller et al. 2025). Furthermore, countries without regulations equivalent to the GDPR often lack
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mechanisms to address these issues, adding to the risks for users and companies operating internationally (Azam
et al. 2023; Han and Park 2022; De Winter, Houben, and Lopriore 2024; Zhang et al. 2024).

Another issue is the inconsistency in oversight and the application of sanctions. Some countries have limited
capacity among regulatory bodies to effectively implement and monitor these regulations. Even in countries with
strong regulations, GDPR implementation can be hampered by limited resources to investigate violations and
ensure compliance (Isaac Abiodun et al. 2022).

Finally, differences in cultural perceptions of privacy and personal data across countries also influence the
implementation of these regulations. In some countries, people are more concerned about privacy and personal
data management, while in others, there is a tendency to be less concerned about these aspects. This creates
additional challenges in creating global awareness and uniform protection standards (Miller et al. 2025).

d. Effectiveness and Constraints of GDPR Implementation in Personal Data Protection

The General Data Protection Regulation (GDPR) has brought significant changes to the way personal data is
protected in the European Union and around the world. Overall, the GDPR is considered effective in providing
stronger protection for personal data by establishing clearer individual rights, such as the right to be forgotten and
the right to access personal data. This provides greater protection for individual privacy and increases transparency
about how data is collected, stored, and used by companies (Miller et al. 2025).

However, while the GDPR has been effective in minimizing the use of unauthorized online trackers and giving
individuals greater control over their personal data, significant challenges remain in its implementation. One of
the biggest obstacles is the difficulty of implementing it in non-EU countries that have different regulations or do
not have personal data protection policies equivalent to the GDPR. This creates difficulties in monitoring and
enforcing regulations at the global level, especially when personal data crosses national borders (Alves et al. 2023;
Isaac Abiodun et al. 2022; Li and Saxunova 2020; Moenck et al. 2025; Yang et al. 2024).

Furthermore, while the GDPR provides a robust legal framework, a lack of awareness and understanding of
the rights it provides among individuals and companies also poses a barrier. Many organizations struggle to comply
with GDPR regulations due to the complexity and cost of implementation, particularly small and medium-sized
enterprises that lack the resources to establish adequate compliance systems (Azam et al. 2023; Cejas et al. 2023;
Guaman et al. 2021; Miller et al. 2025; Wang et al. 2023; Zafir et al. 2024).

Overall, while the GDPR has successfully improved personal data protection, implementation challenges
remain, both technical and legal, as well as organizational and public awareness. Therefore, despite its significant
positive impact, adjustments and ongoing efforts are still needed to ensure global compliance with this regulation.

4. CONCLUSION

Securing personal data in the digital era is increasingly complex with technological advances and the rapid use
of internet-based platforms. The main challenges lie in managing distributed data and using technologies that open
up opportunities for misuse, such as cloud computing and the Internet of Things (IoT). Although the GDPR was
implemented with the aim of protecting personal data, its implementation still faces significant obstacles,
particularly in terms of cross-border data management and regulatory differences between countries. Furthermore,
the development of encryption technology and the application of artificial intelligence (AI) provide potential
solutions to address these challenges, particularly in detecting threats and securing data. However, adjustments in
regulations and technology are still needed to address evolving challenges, so that personal data protection can
continue to be improved across various sectors. Adaptation to new technologies and policies that are more
responsive to change are necessary to ensure better personal data security and privacy.
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